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Overview
What is this thesis about?

Providing a tight security proof for the EdDSA signature scheme

Showing the security level of concrete instantiations of EdDSA
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Overview
Results

Results of this thesis:

EdDSA is tightly secure under Ed-DLog assumption in the single-user
setting

EdDSA is tightly secure under the Ed-N-DLog-Reveal assumption in
the multi-user setting

Ed25519 provides 125/124 bits of security in the single/multi-user
setting

Ed448 provides 221 /220 bits of security in the single/multi-user
setting
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Results

Results of this thesis:

EdDSA is tightly secure under Ed-DLog assumption in the single-user
setting

EdDSA is tightly secure under the Ed-N-DLog-Reveal assumption in
the multi-user setting

Ed25519 provides 125/124 bits of security in the single/multi-user
setting

B Ed448 provides 221/220 bits of security in the single/multi-user
setting
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Motivation
EdDSA is everywhere...
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Motivation

No existing tight security proof since publication in 2011
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Related Work

m Brendel et al. 2021 [1]: First security proof for Ed25519

m Chalkias et al. 2020 [2]: Analysis of different EdDSA
implementations

m Fuchsbauer et al. 2020 [3]: Tight security proof for Schnorr
Signatures using AGM
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Security Notions

Digital Signature Scheme

Definition
A digital signature scheme SIG = (KeyGen,Sign,Verify) is a tuple of
algorithms.

m KeyGen: The key generation algorithm, which upon receiving the
security parameter as input outputs a matching tuple of public and
private key.

m Sign: The signature algorithm, which upon receiving a secret key
and a message, outputs a signature for that message.

m Verify: The verification algorithm, which upon receiving a public
key, a message and a signature, outputs 1 if the signature gets
accepted and 0 otherwise.

For the digital signature scheme to be correct, it is required that
V(pk, sk) € KeyGen(par), m € M, o € Sign(sk, m) : Verify(pk, m,o) =1
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Security Notions @
N-MU-EUF-CMA

Game N-MU-EUF-CMA
for i€ {1,2,....N}
(pki, sk;) + KeyGen(1?)
(m*,0*) < ASE")(pky, pko, ..., pkn)
return 3/ € {1,2,..., N} : Verify(pk;, m*, c*)

Oracle Sign (i € {1,2,..., N}, m e M)
o < Sign(sk;, m)

M = M U {(pk;, m)}

return o

?

1A (pki,m*) ¢ M

Abb. N-MU-EUF-CMA Security Game
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Security Notions @
N-MU-SUF-CMA

Game N-MU-SUF-CMA
for i€ {1,2,....N}
(pki, sk;) + KeyGen(1?)
(m*,0*) < ASE")(pky, pko, ..., pkn)
return 3/ € {1,2,..., N} : Verify(pk;, m*, c*)

Oracle Sign (i € {1,2,..., N}, m e M)
o < Sign(sk;, m)

M = MU {(pk;,m,o)}

return o

?

1A (pki,m*,0*) ¢ M

Abb. N-MU-SUF-CMA Security Game
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Security Notions
N-MU-EUF-NMA

Game N-MU-EUF-NMA
for i e {1,2,...,N}
(pki, ski) + KeyGen(1*)
(m*70*) — A(pklv pka, pkﬁ)
return 3i € {1,2,..., N} : Verify(pki, m*,c*) 29

Abb. N-MU-EUF-NMA Security Game
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Random Oracle Model (ROM)

m Hash functions are modeled as public oracle
m Oracle behaves like a true random function

Challenger can observe all inputs

Challenger can program the random oracle

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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Algebraic Group Model (AGM)

m Adversary has to provide a representation of all group elements
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Generic Group Model (GGM)

m GGM hides all group-specific representation of group elements

m Adversary works with random labels instead of actual group elements

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 15



RUHR-UNIVERSITAT BOCHUM

Standards

m Paper by Bernstein et al. [4, 5]
m RFC 8032 [6]
m FIPS 186-5 [7]
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The EADSA Signature Scheme @

Parameter Description

q An odd prime power g. EdJDSA uses an elliptic curve over the finite
field Fy.

b An integer b with 2°=1 > g. The bit size of encoded points on the
twisted Edwards curve.

Enc(+) A (b — 1)-bit encoding of elements in the underlying finite field.

H(:) A cryptographic hash function producing 2b-bit output.

c The cofactor of the twisted Edwards curve.

n The number of bits used for the secret scalar of the public key.

a, d The curve parameter of the twisted Edwards curve.

B A generator point of the prime order subgroup of E.

L The order of the prime order subgroup.

H'(+) A prehash function applied to the message prior to applying the

Sign or Verify procedure.

Tab. Parameter of the EJDSA signature scheme
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The EADSA Signature Scheme @

Parameter Description

b An integer b with 26=1 > g. The bit size of encoded points on the
twisted Edwards curve.
H(:) A cryptographic hash function producing 2b-bit output.

The cofactor of the twisted Edwards curve.

The number of bits used for the secret scalar of the public key.
A generator point of the prime order subgroup of E.

The order of the prime order subgroup.

~m3I 0

Tab. Parameter of the EdDSA signature scheme
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The EADSA Signature Scheme

KeyGen

k + {0,1}°

(o, b1, .., hop_1) == H(k)
542" Y 1oip,
A:=sB

return (A, k)

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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The EADSA Signature Scheme

Sign(k, m)

(ho, hl, s005) h2b—1) = H(k)

s 2" N loip,

(rgs 15 oo thp_q) = H(hp|...|hap—1|m)
ro= Z?ﬁal 2!

R:=rB

ch := H(R|A|m)

S==(r+ch-s) (mod L)

return 0 = (R, S)

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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The EADSA Signature Scheme @

Sign(k, m)

(ho, h1, ..., hop—1) = H(k) > Recover secret scalar
s 2"+ 0 toin

(rgs 15 ees Fop_q) = H(hp|...|hap—1|m)

r= Z,?io_l 2ir!
R:=rB
ch := H(R|A|m)

S:=(r+ch-s) (mod L)
return o = (R, S)

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 21
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The EADSA Signature Scheme

Sign(k, m)
(ho, b1, ... hap—1) = H(k)
s 2" S 1oip,

(rgs 1y -y ryp_q) == H(hp|...|hop—1|m) > Calculate commitment
S e

R:=rB

ch .= H(R|A|m)

S:=(r+ch-s) (mod L)
return o == (R, S)

Aaron Kaiser | A formal Security Analysis of the EdDSA Signature Scheme | 2023
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The EADSA Signature Scheme @

Sign(k, m)

(ho, hl, 5005 h2b71) = H(k)

s 2"+ 301 oip,

(r(’), I’{, 5005 réb_l) = H(hb|...]h2b,1]m)

ri= Z?ﬁal 2!

R:=rB

’ch = H(R|A|m) > Calculate challenge
S=(r+ch-s) (mod L)

return 0 = (R, S)
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The EADSA Signature Scheme @

Sign(k, m)

(ho, hl, 000 h2b_1) = H(k)

s 2n S 1oip,

(rgs 1y -y hp_q) == H(hp)|...|hop—1|m)
ri= S22kt oiy

R=rB
ch .= H(R|A|m)
’5 ‘= (r+ch-s) (mod L) > Calculate response

return o = (R, S)
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The EADSA Signature Scheme

Verify(A, o == (R, S), m)
return 2SB = 2R + 2¢H(R|A|m)A

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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The EADSA Signature Scheme

Signature Parsing

m Strict parsing: Reject all bitstring representations of S > L

m Lax parsing: Allow all bitstring representations of S and work with S
(mod L)

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 26
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The EADSA Signature Scheme

Encoding of Group Elements

m Decoding function ensures that point is on curve

m Multiple bitstrings might map to the same point on the curve

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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The EADSA'’ Signature Scheme

KeyGen Sign(k := (s, hp|...|hap—1), m)

(ho, h1, ..., hop—1) + {0,1}2b (rgs s e 19 _1) = RF(hp|...| h2p—1|m)
s+ 2"+ Z,’-’;l 27h; P = lei’al 2irl.’

A= sB R:=1rB

return (A, k == (s, hp|...|hap—1)) S == (r + sH(R|A|m)) (mod L)

return o .= (R, S)

Abb. Generic description of the algorithms KeyGen, Sign and Verify used by the
EdDSA' signature scheme
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The EADSA'’ Signature Scheme M

Theorem

Let A be an adversary against SUF-CMA security of the EADSA signature
scheme. Then

2 2 2(qn +1
AdVEIEHAN) < AdvEEA () + 20t Y),

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 29
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Single-User Security

Theorem (Security of EdDSA with strict parsing in the single-user setting)

Let A be an adversary against the SUF-CMA security of EADSA with
strict parsing, making at most qp hash queries and q, oracle queries, and
G be a group of prime order L. Then,

. 2(qn +1) 9o9h + 9o
AdVSUF CMA \) < Adv Ed-DLog
G,.A ( ) EncLB+ 2b + 2_|0g2(|' 1'|2 2[7)
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Single-User Security

Theorem (Security of EdDSA with lax parsing in the single-user setting)

Let A be an adversary against the EUF-CMA security of EADSA with lax
parsing, making at most qp hash queries and q, oracle queries, and G be
a group of prime order L. Then,

3 ] 2(gn+1) GoGh + qo
AdVEUF CMA 2\) < Ad Ed-DLog
GA N S AR T B
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Single-User Security @

AGM ROM ROM

Ed-DLog "2 Ed-IDLOG EUF-NMA "2 SUF-CMAgqpsa «p

AGM ROM

Ed-DLog "= Ed-IDLOG EUF-NMA "M EUF- CMAE4DsA Ip

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 32
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Single-User Security

EUF-NMA "% SUF-CMAgapsa sp/EUF-CMAgdpsa 1

Theorem ([1

Let A be an adversary against SUF-CMA, making at most qp, hash queries
and q, oracle queries, and let G be a group of prime order L. Then,

AL M) < AdEE AN + —— Tt .
' ’ o~ logy([2=7112720)
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Single-User Security

EUF-NMA "2 SUF-CMAEdpsa <

Proof Idea:
m Simulate signatures without private key
Choose commitment and solution uniformly at random
Calculate corresponding challenge
Program random oracle to output that challenge for the signature

m Forward random oracle quries to challenger

m A valid signature forgery in the SUF-CMA game is also a valid
forgery in the UF-NMA game

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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Single-User Security @

Ed-IDLOG =" EUF-NMA

Game Ed-IDLOG Oracle Chall (R; € G)
a« {2nt2n7lqc 2n-2¢}  chi o {0,1}%P

A= aB Q = QU {(Rj,ch;)}
g e G A return ch;

return 3(R*,ch*) € Q: R* =
2¢s*B — 2°ch™A

Abb. Ed-IDLOG

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 35
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Single-User Security
Ed-IDLOG "M EUF-NMA

Theorem

Let A be an adversary against EUF-NMA. Then,

AdVEZTMMA(N) = AdVESHPEOC(N).

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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Single-User Security

Ed-IDLOG "M EUF-NMA

Proof Idea:
m Forward random oracle quries to Chall oracle

m A valid signature forgery provides a valid solution for Ed-IDLOG

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023

37



RUHR-UNIVERSITAT BOCHUM

Single-User Security

Ed-DLog “2" Ed-IDLOG

Game Ed-DlLog

a<« {2n—1on=1l poc on_2cy
A= aB

a « A(A)

? /
return a = a

Abb. Ed-DLog

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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Single-User Security M
Ed-DLog “2" Ed-IDLOG

Theorem

Let A be an adversary against Ed-IDLOG with G being a cyclic group of
prime order L, making at most q, oracle queries. Then

AdVEd—IDLOG < Ad Ed- DLog \) + do '
G,A ( ) ( ) 2—Iog2([22bL_1'|2*2b)

Aaron Kaiser | A formal Security Analysis of the EdDSA Signature Scheme | 2023 39
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Single-User Security

Ed-DLog “2" Ed-IDLOG

Proof Idea:
m Adversary provides a valid solution: R* = 2°s*B — 2°ch*A
m Adversary also provides: R* = nB + nA

m Rewrite equations: A = (2°s* — r)(r2 + 2°ch*)"1B

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 40



RUHR-UNIVERSITAT BOCHUM

Multi-User Security

Theorem (Security of EdDSA with strict parsing in the multi-user setting)

Let A be an adversary against the N-MU-SUF-CMA security of EJDSA
with strict parsing, receiving N public keys and making at most q, hash
queries and q, oracle queries, and G be a group of prime order L. Then,

AdMUSUF-CMA(\) < p g Ed-N-Dlog Reveal 2(qn + 1) Goqn + GoN

E,n,c,L,B 2b o Iogz([zsz_l]Z*Zb)
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Multi-User Security

Theorem (Security of EdDSA with lax parsing in the multi-user setting)

Let A be an adversary against the N-MU-EUF-CMA security of EdDSA
with lax parsing, receiving N public keys and making at most qp hash
queries and q, oracle queries, and G be a group of prime order L. Then,

AdvMUEUF-CMA () < p Eo-N-DLog-Reveal 2(qn + 1) Goqn + qoN

E,n,c,L,B 2b 2_|og2([22bL_1-|2,2b)
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Multi-User Security

ROM

s MU-EUF-NMA "=" MU-SUF-CMAEqpsa sp

ROM

M
m MU-EUF-NMA "=" MU-EUF-CMAgqpsa 1p

m Ed-N-DLog-Reveal " N-Ed-IDLOG R MU-EUF-NMA

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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Multi-User Security

Ed-N-DLog-Reveal 2 N-Ed-IDLOG

Theorem
Let A be an adversary against N-Ed-IDLOG with G being a cyclic group
of prime order L, receiving N public keys and making at most q, oracle
queries. Then

qoN

o~ logy([23=112-20)

Ad%:ﬁd_,DLOG(A) < Advéc’:léN—DLog—Reveal()\) +

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 44
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Multi-User Security

Ed-N-DLog-Reveal 2 N-Ed-IDLOG

Game N-Ed-IDLOG
forie{1,2,...,N}
a; < {271,201y o on e}
A,‘ = a,-B
S* ACha”(')(Al, A2, 2003 AN)
return 3(R*,ch®) € Q,i € {1,2,..., N} €: R* = 2°s*B—2°ch™A;

Oracle Chall (R; € G)
Ch; — {O, 1}2b
Q = Q U {(R,', Ch,‘)}

return ch;

Abb. N-Ed-IDLOG

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 45
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Multi-User Security
Ed-N-DLog-Reveal 2 N-Ed-IDLOG

Game Ed-N-DLog-Reveal
forie{1,2,..,N}
a; < {2r-1om-149c  on_oc}
A,‘ = a,-B
(8}, ay, ..., ay) « APLO(AL Ay, ..., Ap)

?
return (ay, az, ..., ay) = (aj, a, ..., ay)

Oracle DL(j € {1,2,...,N}) > max. one query
return {a;|i € {1,2,.... N}\{j}}
Abb. Ed-N-DLog-Reveal

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 46
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Multi-User Security
Ed-N-DLog-Reveal 2 N-Ed-IDLOG

Proof Idea:
m Similar to single-user proof
m Query discrete logarithms of all but one challenge group element A;
m Construct a representation R* = rn B + nA;

m Calculate discrete logarithm of A;

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 47
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Ed-DLog

Theorem

Let n and c be positive integers. Consider a twisted Edwards curve E
with a cofactor of 2¢ and a generating set consisting of (B, E;, ..., Ep).
Among these, let B be the generator of the largest prime order subgroup
with an order of L. Let A be a generic adversary making at most g,
group operations. Then,

Ed-DL (gg +3)2+1
AdVE,n,C,LO,g.A S 2n—]_—c

Aaron Kaiser | A formal Security Analysis of the EdDSA Signature Scheme | 2023 48
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Ed-N-DLog-Reveal M

Theorem

Let n, N, c be positive integers. Consider a twisted Edwards curve E with
a cofactor of 2¢ and a generating set consisting of (B, Ey, ..., E;,). Among
these, let B be the generator of the largest prime order subgroup with an
order of L. Let A be a generic adversary against Ed-N-DLog-Reveal
receiving N group elements as challenge and making at most qg group
operations queries. Then,

Ed-N-DLog-Reveal _ 2(qg + N +2)? +1
AdvEyn,C7L7J§g e S 2”—1—(: .

Aaron Kaiser | A formal Security Analysis of the EdDSA Signature Scheme | 2023 49
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Ed-N-DLog-Reveal

Lemma (Schwartz-Zippel lemma [8
Let L be a prime number and P € F ;[ X1, ..., X,] be a non-zero
polynomial of total degree d > 0 over a field F;. Let S be a finite subset
of F; and let x be selected uniformly at random from S. Then

d

Pr[P(x) = 0] < Gk

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 50
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Ed-N-DLog-Reveal

Game Go / G1 /G2 [/ Gs /
fori € {1,2,...,N}
aj « {2"71,2"=1 L 2¢ . 2" _ 2}
A = a;B
(a3, ah, .-y ay) .AGO’J(""')’DL(')(Enc(B)7 Enc(Ez), ..., Enc(Em), Enc(A1), ..., Enc(Ap))

?
return (az, az, ..., ay) = (a';_7 a'z, ey a;v)

Oracle DL(j € {1,2,...,N})
return {a;]i € {1,2, ..., N}\{j}}
Oracle GOp(x,y € S,b € {0,1})
retumn Enc(3~ 2] + (—1)° 22 [y])
Procedure Enc(X € E)
If >[X]=_L then
S[X] « {o, 1}f/°gz(\Em \S

§=sU (XX}
return > [X]

Abb. Gy

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 51
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Ed-N-DLog-Reveal

Game Go / G1 /G2 [ Gs /
forie {1,2,...,N}
g = R R e aE, A — 9F )

(3%, ab, .-y apy) — AGOP(""')'DL(')(Enc(B), Enc(E2), ..., Enc(Em), Enc(A1), ..., Enc(Ap))
return (a1, az, ..., ay) 2 (a:;_7 a’z, ey a;v)
Oracle DL(j € {1,2,...,N})
return {a;|i € {1,2,..., N}\{j}}
Oracle GOp(x,y € S,b € {0,1})
return Enc(¥ " x| + (1) =7 lv])

Procedure Enc(X € Zi X Zo(g,) X -+ X Zord(Ep))

If >°[X] =L then
S[X] + {0,1}["e2(IEDT\s

§= s U {SIX]}
return > [X]

Abb. G

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023 52
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Ed-N-DLog-Reveal

Game Go / G1 /G2 [ Cs /
forie {1,2,...,N}
gp = R R e aE, A — aF )

(3, 2 o ) AGOP(>+),DL() (Enc(B), Enc(Ea), ..., Enc(Em), Enc(Ay), ..., Enc(Ap))
return (ay, az, ..., ay) L (a5 ap, s any)
Oracle DL(j € {1,2,...,N})
return {a;|i € {1,2, ..., N}\{j}}
Oracle GOp(x,y € S,b € {0,1})
return Enc(3 "1 [x] + (*1)b >

Procedure Enc(X € Z([Z1, ..., Zy] X Zorg(Ep) X -+ X Lord(Ep))
Let X = (P, x2, ..., %n)
P=PU{P}
X = (P(),x2, ..o xn)
If S[X]= L then
S[X] + {0,1}["e2(IEDT\s

§= s U {TIX]
return > [X]

Abb. G,

Aaron Kaiser | A formal Security Analysis of the EADSA Signature Scheme | 2023
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Ed-N-DLog-Reveal

Oracle DL(j € {1,2,...,N})

for P,‘ e P > G3
Let P, = R; + S,', R; € ZL[Zl, 200g Zj—la Zj+1, ey ZN], S; € ZL[ZJ']
R:=RU{R;}
if 3R, R eR:Ri(a)=Rj(a) AR #R
bad; = true
abort > Gy
for P; eP
Y[Ri(a) + Si] = X[Pi]
[Pp = R,-(a) + S;
return {a;|i € {1,2,..., N}\{j}}
Abb. G3 — G4
Aaron Kaiser | A formal Security Analysis of the EdDSA Signature Scheme | 2023 54
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Ed-N-DLog-Reveal

Game Ga / Gs /Ge [/ Gz /
fori € {1,2,...,N}
gy = AT T e B, B = A
By = Z;
A; = (P;,0,...,0)
(a}, ah, ..., apy) « ACOPL):LLC) (Enc(B), Enc(Ez), ..., Enc(Em), Enc(A1), ..., Enc(A))

if 3P, P, €P:Pi(a)=Pi(a)AP #P; > Gs
bads = true
abort > Gg |
return (ay, az, ..., ay) L (ai, a’z, ey a;v)

Oracle DL(j € {1,2,...,N})

Oracle GOp(x,y € S, b € {0,1})
return Enc(> "1 [x] + (71)11 >y
Procedure Enc(X € Z([Z1, ..., ZN] X Zorg(£y) X -+ X Zord(Ep))
Let X = (P, x2, ..., Xn)
P=PU{P}
X = (P(E\),xz, vy Xn)
If S°[X]= L then
SX] « {0, 1} e2(IEDT\s

§= 5 U {YIX]}
return > [X]

Abhh G: — Gz
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Ed-N-DLog-Reveal

Game Ga / Gs /Ge [/ Gz /
fori € {1,2,...,N}
gy = AT T e B, B = A
By = Z;
A; = (P;,0, ...,0)
(a}, ah, ..., apy) « ACOPL):LLC) (Enc(B), Enc(Ez), ..., Enc(Em), Enc(A1), ..., Enc(A))
if 3P, P;eP:P(a)=Pi(a) AP #P;
bads = true
abort

?
return (ay, az, ..., ay) = (a}, a5, ..., ay)

Oracle DL(j € {1,2,...,N})

Oracle GOp(x,y € S,b € {0,1})
return Enc(3"1[x] + (—=1)2 S71y))
Procedure Enc(X € Z([Z1, ..., ZN] X Zorg(Ep) X -+ X Lord(Ep))

Let X = (P, x2, ..., Xn)
P=PU{P}

I X = L then
SX] « {0,1}[Ps2(IEDT\s

§=su{SIX)
return > [X]

Abb. G;
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Ed-N-DLog-Reveal

Game G / Gs /Ge / /
foric (1,2,.., N}

I')nfl ':n* L oC 2n  ocy
+25—

)>'Ui’

( 0)
(al, ah, .. aN) = _AGOP( »)PLC) (Enc(B), Enc(Ez), ..., Enc(Em), Enc(A1), ..
for i€ {1,2,...,N}

if a; =1

= QR TR e aE O — F

if 3P, PP :P(a)=Pi(a)AP #P

bads = true

abort

200 /

return (a1, az, ..., ay) = (a3, a5, ---; ay)
Oracle DL(j € {1,2,...,N})
for ie {1,2,...,N}\{j}

3+ {2353 205 B s ol och

Oracle GOp(x,y € S,b € {0,1})
return Enc(3 " 1[x] + (—=1)2 S71y))
Procedure Enc(X € Z([Z1, ..., ZN] X Zog(Ey) X -

- X Lord(E,))

., Enc(Ay))

Abb. Gg
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Concrete Security

Definition (Success Ratio [9
Let adversary A be an adversary with runtime Time(.A) and advantage
Adv 4. Its success ratio is defined as following:

_ AdVA

Definition (Bit Security [9

A cryptographic scheme has « bit security if the success ratio of all
adversaries with a runtime Time(A) < 2" is upper bounded by 27%.
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Concrete Security
Ed25519

d SUF- CMA()\)

SR € — SV
(A) = T/me(.A)
Ed-DLog 2(qh+1) do9h+tqo

_ AdVE L+ * »loga(1 2272 12-2b)
- Time(A)

(9g+3)°+1 | 2(gnt1) doqh+o
< gn—l—c + 2b + 2—|0g2(’—2£bL71-‘272b)
- Time(A)

(2125 + 3)2 + 1 2(2125 + 1) 2642125 + 264
— 22502125 22562125 22522125
~ D125 | 5316 | 5189
s 9125
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Concrete Security
Ed25519

AdVgE{{SUF_CMA()\)
R < :
SR(A) = Time(\A)
AdVEd—N—DLog—ReveaI + 2(qhb+1) + Joqnr+qoN

2b_
E,n,c,L, A 2 27|og2((2 a 112-2b)

= Time(A)

2Aqg+N+2)?+1 4 2(qntl) | 9oqh+GoN
2=1=¢ 2b 2_|0g2(r22b717272b)

L
Time(A)
2(2125 +235 + 2)2 11 2(2125 + 1) 2642125 + 264235

IA

— 22502125 22562125 22522125
~ 2—124 + 2—316 + 27189
~ 2—124
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Thank youl!
Questions?
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